HORIZON PUBLIC LEGAL STUDIES JOURNAL
Vol 2 Issue 1 Year 2025
Doi https.//doi.org/10.56087/w7gt4tl6

COLD-BLOODED CYBER EXTORTION TRAP: The Method of
Distributing Immoral Content as a Criminal Weapon of Threats on Social
Media

Surya Wirawan', Nur Fadhilah Mappaselleng?, Dwi Handayani®
!'Faculty of Law, Universitas Muslim Indonesia, Indonesia
2 Faculty of Law, Universitas Muslim Indonesia, Indonesia
3 Faculty of Law, Universitas Muslim Indonesia, Indonesia

Abstract: This study aims to determine and analyze the investigation process for criminal acts of
threats and extortion via social media and to identify the inhibiting factors in the investigation of
criminal acts of threats and extortion via social media, particularly involving the distribution of
immoral content. This study employed empirical research methods. Data collection techniques
included interviews and documentation. The study was conducted in Makassar, specifically at the
South Sulawesi Regional Police Headquarters. The results of the author's research are that the
process of investigating criminal acts of threats with extortion is the same as handling other general
crimes if the report is received then an investigation warrant and SP2ZHPA1 (Notification of the
progress of the report research results) are issued. The results of the investigation find at least 2
initial pieces of evidence that are sufficient in accordance with the provisions of Article 184 of the
Criminal Procedure Code then the status will be raised from the preliminary stage to the
preliminary stage and the issuance of SP2HP A3 (Notification of Investigation Results) is issued.
However, if the results of the investigation of the reported case are not a criminal case or do not
meet the provisions of Article 184 of the Criminal Procedure Code then the investigation must be
stopped and the issuance of SP2ZHP A2 (Notification of the Progress of Investigation Results) or
usually the investigation is stopped. The inhibiting factors in the investigation process against
suspects who commit criminal acts of threats and extortion through social media include
sometimes the reported party is not cooperative, evidence has been deleted which results in the
digital tracking process becoming more complicated and long, and the perpetrator is usually
outside the jurisdiction of the South Sulawesi Regional Police and there is often a lack of witnesses
and evidence. The author's recommendation is that the police should increase cooperation in
resolving criminal cases, both with related agencies and with the public. There is also the need for
comprehensive public education regarding the importance of a cooperative attitude when dealing
with the law to facilitate investigations and handling of a case. The public also needs to increase
awareness of electronic media security and participate in reporting cybercrime to the police. Law
enforcement officers also need to be equipped with adequate tools and strengthen coordination and
cooperation between the government, law enforcement officers, and the public. Thus, these steps
are expected to increase the effectiveness of law enforcement and reduce obstacles in overcoming
the spread of immoral content through electronic media.
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A.INTRODUCTION

The lifestyle and mindset of today's society are greatly influenced by technological advances in
the era of globalization.[1] The presence of communication and information technology aims
to simplify various activities and meet human needs. Electronic media is one of the
technological innovations that acts as an information channel that is able to reach people in
various regions widely, thus creating a society that is easier and freer in activities and creativity,
as well as changing the way people view communication, socializing, and doing business. In
human life as social beings, of course, requires interaction with other humans, interactions that
are often carried out in daily life certainly provide various influences, including positive and
negative influences.[2] The negative influence of interaction often gives rise to a crime, which
generally in a crime there are two parties that are interconnected, namely the perpetrator and
the victim of the crime.[3] In reality, a crime would not occur without the perpetrator and the
victim of the crime. Each is a component of an interaction (absolute), the result of which is a
crime. Technological progress at this time has developed so rapidly that it has caused a world
without boundaries, directly or indirectly changing the lifestyle of society.[4] Due to
technological advancements in society, crimes are no longer committed through conventional
means but are now utilizing advances in information technology, such as fraud, defamation,
extortion, and threats by misusing technological advancements. This proves that technological
advancements are used as opportunities to commit cybercrime.[5] Communication and
information technology through social media is seen to have developed extraordinarily.
However, technological advancements through the development of the Internet have directly
created various new legal issues.[6] One type of crime that is increasingly exploiting the internet
through social media is pornography, where most perpetrators carry out threats or blackmail
through immoral content, better known as cyber pornography, which involves the distribution
of indecent content so that it can be accessed by the public using the internet network. The
content of cyber pornography on social media usually takes the form of pornographic videos,
moving animations, and erotic images.[7] To overcome the spread of cyber pornography on
social media such as Twitter, Telegram, Facebook, Line, and other platforms, strict legal
sanctions are needed to provide a deterrent effect for violators who distribute immoral videos,

supported by strong evidence. This evidence plays a crucial role in processing cyber
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pornography cases in court, considering that social media has been misused by certain groups
to disseminate pornographic products that have a negative impact on society. Technology will
continue to advance over time.[8] Therefore, it is possible that the internet can also increase
social problems in society, namely the emergence of internet injustice, which we often call
cybercrime in the world of cyberspace (the internet world). The ASEAN Declaration on
December 20, 1997 in Manila has analyzed various types of crimes, including cybercrime,

namely:

1. Cyber Terrorism (National Police Agency of Japan (NPA))
Cyber Pornography

Cyber Harassment

Cyber Stalking

Hacking

A

Carding (credit card fraud)

The misuse or negative impact of advances in information technology through computerized
systems and internet networks is known as cybercrime. One of the most common cybercrimes
in our society today is the crime of morality, namely cyber pornography. Cyber Pornography
itself can perhaps be interpreted as the distribution of pornographic content via the internet.
Article 281-283 of the Criminal Code, one of which (Article 282) regulates crimes against
morality which include "Distribution or dissemination of content in the form of images, writings
or objects containing immoral content in public." Related to criminal regulations on morality
are also contained in Law Number 44 of 2008 concerning Pornography. The regulations were
expanded with the existence of Law Number 19 of 2016 Amendment to Law Number 11 of
2008 concerning Information and Electronic Transactions ("ITE").[9] Provisions governing the
distribution of immoral content can be seen in Article 27 Paragraph (1) of the ITE Law. This
article states: "Any person who intentionally and without the right transmits, accesses,
distributes and/or makes available Electronic Information and/or Electronic Documents that
contain content that violates morality, shall be punished with imprisonment for a maximum of

6 (six) years and/or a maximum fine of IDR 1,000,000,000.00 (one billion rupiah)."
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One of the distribution of immoral content in Indonesia, especially in Makassar City, is
increasingly rampant. Quoting from Kompas.com Makassar, there was a case where a
perpetrator with the initials ADA (29 years old) was arrested after allegedly blackmailing his
ex-girlfriend by threatening to spread the victim's immoral content with the perpetrator. The
perpetrator was arrested directly by the Crime and Violence Unit (Jatanras) of the Makassar
Police Criminal Investigation Unit at his residence on Jalan Kaccia Tamalate. Where in the
content was recorded during a video call and the victim was naked, this was recorded by the
perpetrator without the victim's knowledge. From the video, the perpetrator threatened the
victim that if he did not send money amounting to Rp. 10,000,000, the video would be
distributed.

B. METHOD

This type of research is Empirical Research, namely research from field data as the main data
source, such as interview results and documentation. Empirical research is used to analyze the
law that is seen as patterned community behavior in community life. The research location is a
place where observations are made to gain knowledge. The author conducted research at the
South Sulawesi Regional Police. The selected samples came from: Head of Sub-Directorate 5
of Cyber Crimes, Directorate of Special Criminal Investigation, South Sulawesi Regional
Police, primary data used through interview methods with Head of Sub-Directorate 5 of Cyber
Crimes, Directorate of Special Criminal Investigation, South Sulawesi Regional Police.
Secondary data was carried out as an effort to adjust to the needs of field data. Secondary data
was obtained through documents and scientific journals. Data collection techniques were
carried out using interview and documentation methods. And Data Analysis was carried out
qualitatively by systematically searching and compiling data from interviews and
documentation by organizing data and selecting which ones are important and which ones need

to be studied and making conclusions so that they are easy to understand.[10]
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C. DISCUSSION

1. The Investigation Process of Criminal Acts of Threats and Extortion Through Social

Media with the Modus of Distributing Immoral Content.

Investigation is a series of actions by investigators in the case and according to the method
regulated in this law to search for and collect evidence that occurred and to find the suspect
(Article 1 paragraph 2 of the Criminal Procedure Code). In the investigation carried out by
investigators who are officers of the Republic of Indonesia state police or certain civil
servants who are given special authority by law to conduct investigations (Article 1
paragraph 1 of the Criminal Procedure Code).[11] Assistant investigators are officers of the
Republic of Indonesia state police who because they are given certain authority can carry
out investigative duties regulated in this law (Article 1 paragraph 3 of the Criminal Procedure
Code). According to a statement from Bripda Fitah Reski, an investigator at the Cyber Crime
Investigation Unit of the South Sulawesi Regional Police, on Friday, July 4, 2025, at 1:00
PM WITAA43, he also stated that the series of investigative stages carried out by investigators

when handling a crime are:

"Creating an administrative investigation, often called mindik, then searching for facts and
gathering witness statements to determine whether a crime has been committed. If there is
sufficient evidence, the case is escalated to the investigator's investigation and then issuing
a police report to form the basis for the investigation.[12] The stages include summoning
witnesses, conducting digital forensics, summoning or naming a suspect. If the suspect is
uncooperative, coercive measures will be taken, namely arrest and/or detention, if deemed
necessary.[13] The suspect determination stage is based on witness testimony, expert
testimony, written evidence or electronic documents, and the suspect's statement, supported
by digital forensic results. Once everything is complete, the case file will be submitted to the
Prosecutor's Office (JPU) or commonly called P-21, for examination. If the file is complete
(P21), the investigator will hand over the suspect and evidence to the public prosecutor for
stage 2." In order to prevent uncooperative behavior from perpetrators of threats and
extortion, it is necessary to collect data through Cellebrite evidence to find evidence

contained on the perpetrator's cell phone.[12] The investigation phase includes the
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investigation and inquiry phases for handling extortion with threats, namely: Investigation

and Inquiry.[12]

Based on the above data, it can be seen that 40 reports regarding threats and extortion within
the jurisdiction of the South Sulawesi Regional Police in 2022 were received, with 14 cases
resolved through Restorative Justice, and 2 cases resolved through Phase II. In 2023, 20
reports were received, with 7 cases resolved. In 2024, 35 reports were received, 26 cases
resolved through RJ, and 6 cases were resolved to the trial stage. The total number of cases
of document forgery in the past four years was 95. Cybercrime cases are still rampant due to
several factors within society itself. The establishment of Sub-Directorate V Cyber is also
inseparable from the rise in cybercrimes. This is due to the increasing advancement of

technology.[14]

According to a report from the South Sulawesi Regional Police in 2022, they received
numerous reports of approximately 100 cases of Electronic Information and Transactions
(ITE).[15] The establishment of the Tipidsiber (Cyber) Division of the South Sulawesi
Regional Police's Special Criminal Investigation Directorate aims to allow the police to
focus more on handling ITE cases, particularly within the jurisdiction of the South Sulawesi
Regional Police. Sub-Directorate V Tipidsiber of the South Sulawesi Regional Police's
Special Criminal Investigation Directorate plays a crucial role in carrying out its duties in
accordance with applicable regulations. The Cyber Sub-Directorate is tasked with

investigating and prosecuting crimes occurring within its jurisdiction.

2. Inhibiting Factors in the Investigation Process of Criminal Acts of Threats and

Extortion.

Based on the results of an interview with Kompol Bayu Wicaksono Febrianto S.I.K as Head
of Sub-Directorate V Cyber of the South Sulawesi Regional Police on July 29, 2025,
conveyed several obstacles faced by investigators during the handling of criminal cases of
threats and extortion, namely: "There are several obstacles if there is a case of reporting
criminal acts of threats and extortion with the mode of spreading immoral content, namely
sometimes the reported party is not cooperative, evidence has been deleted which results in

the digital tracking process becoming more complicated and long, the perpetrator is usually
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outside the jurisdiction of the South Sulawesi Regional Police and there is often a lack of

witnesses and evidence. [16]

In general, the author describes several obstacles and/or barriers during the investigation of
criminal acts of threats and extortion with the mode of spreading immoral content, namely:
1. Legal factors The legal factors themselves are from the laws and regulations themselves,
in this case Law Number 19 of 2016 Amendments to Law Number 11 of 2008 concerning
Information and Electronic Transactions. Perpetrators of violations of morality (cyberporn
crimes) can be subject to criminal penalties imprisonment in accordance with the fulfilled
criminal elements listed in Article 45 paragraph (1).[9] Examining Article 27 paragraph (1)
of'the ITE Law, there is a prohibition on committing acts that violate morality which includes
the word element of violating morality. The element of "violating morality" in the ITE Law
is problematic because the ITE Law does not include a definition and instructions regarding
the element of morality in its explanation. The element that has a content of violating
morality in Article 27 Paragraph (1) of the ITE Law which gives rise to various

interpretations of a legal norm as an indicator of an error in its formulation.

This weakness in its formulation should be able to be overcome through jurisprudence,
because as long as the Judge consistently adheres to a fair decision, in accordance with logic,
and in accordance with what the community feels, jurisprudence can be used as a way to
overcome deficiencies or errors in the formulation of norms in the law.[1] 2. Law
enforcement factors The constraints related to law enforcement in the South Sulawesi
Regional Police are the imbalance between the number of police law enforcement officers
and the number of cases handled and the number of law enforcement personnel handling
criminal cases. Cyberporn. Law enforcement constraints include the limited human
resources of the South Sulawesi Regional Police, as most investigators lack information
technology expertise and lack a grasp of the rapidly evolving technology.[2] 3. Facilities
supporting law enforcement. Inadequate facilities make it impossible for law enforcement to
proceed smoothly. These facilities include educated and skilled personnel, good
organization, adequate equipment, and sufficient finances. The constraints related to
facilities include the limited human resources of law enforcement officers.[5] The most

comprehensive supporting facilities are only available at the National Police Headquarters
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in Jakarta, which can be a barrier when cyberporn crimes occur in other regions, such as the

South Sulawesi Regional Police.[15] Community Factors, Cultural Factors

D. CONCLUSION

The process of investigating criminal acts of threats and extortion through social media with
the mode of spreading immoral content in the South Sulawesi Regional Police is the same as
handling other general crimes if the report is received then an investigation warrant and
SP2HPA1 (Notification of the progress of the report research results) are issued. That's where
investigators process the crime scene to look for information on whether the incident can be
found to be a crime or not a crime., if the results of the investigation find at least 2 initial pieces
of evidence that are sufficient in accordance with the provisions of Article 184 of the Criminal
Procedure Code then the status will be raised from the investigation stage to the investigation

stage and the issuance of SP2ZHP A3 (Notification of Investigation Results) will be carried out.
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